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Unit  Description in detail  

I  Introduction 

Attacks, services and mechanism 

Security attacks 

Security services 

A model for network security 

II Cryptography 
Introduction 

Conventional encryption principles 

Basic terms : plaintext, ciphertext, cryptography, cryptanalysis 

Substitution ciphers vs. transposition ciphers 

Types of attack on encrypted messages 

Introduction to public key cryptography 

Applications for public-key cryptosystems 

  

III System Security 
Intruders  

Viruses and related threats : trap doors, logic bombs, trojan horses, viruses, worms, bacteria 

The nature of viruses 

Types of viruses 

Antivirus approaches : detection, identification and removal 

 

IV Devices   Network Security and Digital Asset Protection 
Digital signatures 

Firewalls : introduction, design principles, characteristics, types, configuration 

An Introduction to Digital Rights Management Systems , Copy Protection Systems, Forensic 

Watermarking in Digital Rights Management , Person-Based and Domain-Based  

Digital Rights Management 
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