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Course Objectives: The course is designed in a way that a candidate can identify, analyze and 
remediate computer security breaches by learning and implementing the 
real-world scenarios in Cyber Investigations Laboratory, Network Security 
Laboratory and in Security and Penetration Testing Laboratory 
 

 

Course Content  Weightage 

Units Description 

1  

Basic of the 

Computer 

and Cyber 

World.  

Overview of computer and computer network 
- Processing and communication of date 
- Computer languages/Programmers and 

software Development  
- History of development of internet. 
- Cyber Security – Cyber Security Threats 

 

25% 

2 Regulatory 

Framework of 

the cyber 

world 

Role of law in the cyber world. 
- General Principles of contract law and cyber 
space 
- Challenges in the cyber world 
- Introduction to electronic commerce 
- Online contracts 
- Consumer protection in cyber world 

 

25% 

3 Information 

technology 

Act. 2000  

Overview of 
-  Digital Signature 
-  Digital Certificates 
-  Electronic Governance 
-  Regulation of certifying authorities 
-  Cyber regulation appellate tribunal offences 
-  Temporary 
-  Hacking 
- Publication of obscene information  
-  Penalties 

25% 
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- Computer evidence & Computer Forensics 

4 Intellectual 

Property 

Laws  

- The trade marks Act 1999 
- Copyright Act 1957 
- The pattern Act 1970. 

25% 

 

Teaching-
Learning 
Methodology 

 White Board 
 Presentation 
 Video 
 Case Study 

 

COURSE OUTCOMES: 

1 Analyze and evaluate the cyber security needs of an organization. 

2 Determine and analyze software vulnerabilities and security solutions to reduce 
the risk of exploitation. 

3 Implement cyber security solutions and use of cyber security, information 
assurance, and cyber/computer forensics software/tools. 
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